Job Description

The following corporate values and behaviours underpin the working environment at Campbelltown Council and assist us in delivering our vision:
Respect, Integrity, Teamwork, Leadership, Customer Focus


1.	Job Title:                             Cyber Security Analyst	


2.	Classification Level:          6	


3.	Department/Section:         Corporate Services – Information and Communication 
                                                     Technology	


4.	Objectives

· Leading the development and execution of a security program to achieve Maturity Level 2 in the Essential 8 framework, address issues in the Penetration report and other risks identified in other Government related reports.
· Ensuring compliance with all security policies and procedures.
· Document security breaches and assess the damage they cause
· Work with the security team to perform tests and uncover network vulnerabilities
· Analysing malicious behaviour.
· Developing and communicating technical security reports.
· Advising management of security risks.
· Work with the Applications Team to ensure all applications are patched and secure
· Oversee information security policies and advise management of current / future cyber security landscape, trends and threats


5.	Job Requirements

	5.1	Skills

· Highly developed technical, networking, keyboard and personal computing skills.
· Ability to work in an area with changing and sometimes conflicting priorities.
· Communication skills, characterised by patience, clarity and empathy at a personal, written and telephone level.
· Effective application of rational and focussed problem solving enabling quick and accurate resolution of technical problems.
· Capacity to maintain efficient and productive outputs during times of pressure.
· Promote Cyber Security awareness and good digital habits 
· Ability to undertake research involving project work.
· Ability to work as part of a team.


	5.2	Knowledge

· Hold a relevant qualification(s) e.g., CISM, CISSP or SANS
· Knowledge of Virtual and Physical Server Environments.
· Knowledge of project management principles and practice. 


	5.3	Experience and/or Qualifications

· Strong leader with a passion for cyber security
· Good team leadership skills and mentorship capabilities
· Excellent service orientation, communication skills and interpersonal style
· Solid understanding of how stakeholders interact with key business systems on a day-to-day basis
· Someone who is able to work collaboratively in a team environment and a model of technical excellence.
· Current drivers licence.


6.	Key Responsibilities

· Proactively monitor the environment to detect and implement steps to mitigate cyber-attacks before they occur. 
· Provides technical expertise regarding security-related concepts to operational teams within the Information Technology Department and the business. 
· Review, investigate, and respond to real-time alerts within the environment. 
· Review real-time and historical reports for security and/or compliance violations. 
· Monitor online security-related resources for new and emerging cyber threats. 
· Assesses new security technologies to determine potential value for the enterprise.
· Conducts vulnerability assessments of firm systems and networks. 
· Maintain an information security risk register and assist with internal and external audits relating to information security.

7.	Organisational Relationships


8.	Performance/Skill Standards

· Demonstrate commitment to organisational values at all times.


9.	Special Conditions


10.	Work Health Safety

In relation to WHS (Work Health Safety), workers are responsible and accountable for:

· Taking reasonable care for his or her own health and safety.

· Taking reasonable care that his or her acts or omissions do not adversely affect the health and safety of other persons.

· Complying, so far as the worker is reasonably able, with any reasonable instruction that is given by the person conducting the business or undertaking to allow the person to comply with the WHS Act.

· Cooperate with any reasonable policy or procedure of the person conducting the business or undertaking relating to health or safety at the workplace that has been notified to workers.

· Complying with Council’s WHS and Return to Work Program Policy and Procedures, which includes taking reasonable care to protect the health and safety of both themselves and others in the workplace. 

· Participating in activities associated with the management of workplace health and safety including training.

· Identifying and reporting health and safety risks, accidents, incidents, injuries, property damage and mishaps at the workplace. 

· Correctly using all appropriate equipment provided and adhering to instructions issued to protect the health and safety of the staff member and others in the workplace. 


11.	Risk Management

In relation to Risk management, employees are responsible and accountable for:

· Adhering to Council’s Risk Management Policy and related procedures.

· Identifying and reporting risks that may affect residents, general public and Staff.

· Use Council’s Risk Management System to ensure the identification, assessment and control of risks is undertaken and recorded.


12.	Code of Conduct for Employees

Understand and comply with Council’s Code of Conduct for Employees and other related policies and procedures.


13.	Records Management

The incumbent is responsible and accountable for adequately managing the official records he/she creates and received according to relevant legislation, policies and procedures.


[bookmark: OLE_LINK1]14.	Continuous Improvement Program

Commitment and contribution to Council’s Continuous Improvement Program.


15.	Confidentiality Clause

Security and confidentiality is a matter of concern for all persons who have access to information systems.  Each person accessing City of Campbelltown documents and resources holds a position of trust relative to this information and must recognise the responsibilities entrusted in preserving the security and confidentiality of this information.  Therefore, all persons who are authorised to create or access documents and resources must read and comply with the following standard.

· Respect the privacy and rules governing the use of any information accessible through the information management system or network and only utilise information necessary for the performance of my work duties.

· Respect the procedures established to manage the use of the information management and systems.

· Not seek personal benefit or permit others to benefit personally by any confidential information or use of equipment available through my job position.

· Not access, exhibit or divulge the contents of any records or report except to fulfill work duties.

· Not knowingly include or cause to be included, or exclude or cause to be excluded, in any records or report, an inaccurate or misleading entry.

· Ensure that documents and resources accessed through the information management system containing sensitive and/or confidential employee information will only be disclosed to those authorised to receive it.

· Not release my logon or password to anyone else, or allow anyone else to access or alter information under my identity.

· Understand that all access to the system will be audited regularly.

Persons breaching this standard either during or after serving as an employee of the City of Campbelltown, may be subject to penalties, including disciplinary action and dismissal.



By signing this, I agree that I have read, understand and will comply with these requirements.



Present Occupant:	  Date Appointed:	


Manager:	  Date:	
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